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SOC team members are only
getting to half of the alerts that
they're supposed to review
within a typical workday

IBM Security Source: Global SOC Study by IBM



https://www.ibm.com/downloads/cas/5AEDAOJN

Security operations
needs major Improvement

The move to cloud and IT modernization
has expanded the attack surface, creating
Increased security complexity

Poor visibility Disconnected tools Keeping up with attackers Information overload
2 out of 3 organizations’ 80% of organizations 29% of security operations 52% of security
external attack surface use at least 10 disparate Processes are ir.nmat.u e environments have
nas expanded in the solutions to manage and need reengineering become more difficult
ast year security hygiene’ before they can be to manage over the last
automated ,
two years

51% of organizations struggle to detect
and respond to advanced threats’

IBM Security 1ESG: SOC Modernization and the Role of XDR, 2022; 2 The State of Attack Surface Management 2022, Randori



Current SecOps Modernized SecOps

» Usability focused

Technology tocused

Dependent on experts and heroes » Democratize expertise and Al

Proprietary ecosystems p Open ecosystem
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[BM Security ORadar SOAR

Streamline your SOC
with an automated

and intelligent response
using the industry’s most
open and interoperable
SOAR plattorm

Modern incident management

experience

Identity in a single pane the who,
what, how, and actions taken on
a security investigation and
Incident response

Streamline response with
automation and intelligence
Respond x7 faster with
dynamic playbooks that
combine people, process
and technology

Navigate a complex global
regulatory environment

Meet time-sensitive reporting
requirements to avoid
expensive financial penalties
with breach response
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300+

avallable
Integrations
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200+

out-of-the-box templates
for privacy regulations

85%
reduction In incident
response time?

1ibm.com/case-studies/doosan-digital-innovation
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https://www.ibm.com/case-studies/doosan-digital-innovation

Modern incident management experience
Etticiently respond to a case leveraging playbooks

that adapt to your unique needs

Get started faster
Quickly realize the value ot a SOAR tool with
easy-to-use tunctionality

Pre-built playbooks adapt

to unique business processes
Leverage customizable layout
and tailored responses

Accelerated investigation & response

Act quicky with automated treat
iInvestigation and threat hunting. Respond
faster with recommended actions

Broad ecosystem of connectors
Connect with your existing infrastructure and
get a bi-directional tlow

IBM Security

IBM Cloud Pak for Security | Case Management

Case title

Sim Closed

Case details

Description

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Quisque tristique nisi risus, vel
pharetra mauris ultrices et. Aenean ligula augue, interdum id semper id, feugiat at diam.
Nullam placerat posuere elementum. Maecenas ac elementum dui.

Last updated

Owner
Kyle O'Connell 21 Jun 2021 18:14

Date created
21 Jun 2021 14:09

Resolution
Respond Non issue

Threat Investigator

< Initial Execution J []Persistance JRPANIVICY-CR L ET
O Defense Evasion M [ Credential Access JRWANIEIGIELE O L: teral Mov f','
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Details Tasks Breach Notes Members Attachments Artifacts

Artifacts

With hits Max. risk score
A /10 [ 2%

4 hits
3 hits
2 hits

1 hit

Related cases

Active cases Matching artif
3 /10 5

acts

5 matches
Lorem ipsum dolor sit amet, consectetur
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Playbooks

Task list
Complete
7 /14

Lorem ipsum dolor sit amet, consect

MD OQverdue

Lorem ipsum dolor sit amet, consect
tetur adipiscing elit. Cras iaculis...

MD Due in 23 min



Streamline response with automation and intelligence

Respond x7 taster with dynamic playbooks that combine people,
process, and technology

Modern canvas for automation
Easily build and design automations
IN an award-winning experience

Dynamic playbooks
React with confidence to changing incident
conditions

Reusable and smart automation
Standardize activities and accelerate
development with reusable sub-playbooks

Importable and exportable
Easily move between ditterent systems and
Incorporate new content

IBM Security 7



Navigate a complex global regulatory environment

Stay ahead of evolving privacy regulations
Maintain up-to-date breach response plans
that map data to 300+ complex, global privacy
laws and regulations e.g., GDPR, HIPAA

Integrated breach response

Accelerate response to data breaches by
Integrating repeatable, auditable processes
while leveraging privacy-specific tasks directly
into the overall incident playbook

Breach risk assessments
Evaluate the risk of harm to your business and
generate clean reporting documentation

Generate case reports

Easily share breach incident details across
teams and with leadership to improve visibility
and collaboration

Meet time-sensitive reporting requirements to avoid expensive
financial penalties with breach response

IBM Security QRadar SOAR Dashboards » Inbox Artifacts Incidents = Createincident ~ Q g Playbooks Privacy TestUser

WIS

Privacy

EGETE
guidance documents, including penalties where applicable.

s

Three asterisks (

PrivacyRuleTests

New Page

The following includes statutes (laws passed by a legislature and signed into law), regulations (laws made by agencies), trade organization bulletins, and

) or an ellipsis (...) indicate that irrelevant text has been removed from a section. Brackets ([]) indicate text that was added or changed in this

Resource Library product for editorial reasons, such as clarification. This editing is done to make the statute or regulation more easily readable. For complete versions of the

statutes or regulation, hyperlinks are provided to the latest version of each law freely available on the Internet.

EY
U.S. States and Territories
Security IR

IBM Security QRadar SOAR Dashboards v Inbox Artifacts Incidents

Privacy Test

Description
No description.

Tasks Details Breach Notes Members Feed

0% Complete
Task Name
Initial

Initial - (Data Breach - Organizational)

IBM Security QRadar SOAR Dashboards v Inbox Artifacts Incidents = Createincident ~

@ Assess the Risk
Describe the
Incident

Europe Breach Risk Assessment Engage

Date and Location

[j Initial Triage
Implications

Privacy
Team Formation

Regulators

Affected e
Individuals ¥ Confidentiality breach

B Integrity breach Unauthorized or accider eration of personal data
ata Type:
Data Types W Availability breach

Europe Breach
Risk Assessment

the breach indica to the individual?

|_Unknown

0000000000

e level of risk to the individual.

Owner: 0 selected

Unassigned ~

Unassigned ~

yon the circums

Create incident

Attachments ats Timeline

Status: Active

Due Date

5/2022 00:00

® No due date

Artifacts Email

Add Task

Actions

Privacy TestUser
Q Q Playbooks PrivacyRuleTests K

No playbooks started Actions

Summary

11845

Initial

High

05/04/2022 11:55
05/02/2022 00:00
05/03/2022 11:31
05/04/2022 00:00

Yes

Malware

& Privacy TestUser
Owner & Privacy TestUser

Members There are no members.

Related Incidents
No related incidents.




Thousands of open integrations at the center ot your ecosystem
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Thank you
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